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Privacy Preserving Towards Continuous Query in Locatiom Based Services

Pan Xiao, Hao Xing, and Meng Xiaofeng
(School of Information, Renmin University of China, Beijing 100872)

Abstract With advances in wireless communication and mobile positioning technologies, locatiomr
based mobile services have been gaining increasingly popularity in recent years. Privacy preservation,
including location privacy and query privacy, has recently received considerable attention for locatior
based mobile services. A lot of location cloaking approaches have been proposed for protecting the
location privacy of mobile users. However, they mostly focus on anonymizing snapshot queries based
on proximity of locations at query issued time. Therefore, most of them are ilksuited for continuous
queries. In view of the privacy disclosure (including location and query privacy) and poor quality of
service under continuous query anonymization, a &-privacy model and a §-distortion model are
proposed to balance the tradeoff between privacy preserving and quality of service. Meanwhile a
temporal distortion model is proposed to measure the location information loss during a time interval,
and it is mapped to a temporal similar distance between two queries. Finally, a greedy cloaking
algorithm ( GCA) is proposed, which is applicable to both anonymizing snapshot queries and
continuous queries. A verage cloaking success rate, cloaking time, processing time and anonymization
cost for successful requests are evaluated with increasing privacy level (k). Experimental results

validate the efficiency and effectiveness of the proposed algorithm.
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Parameters Default Values
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Research Badkground

With the blooming of sensor and wireless mobile devices, it is easy to access mobile users location anytime and anywhere.
On one hand, location based services are more and more valuable and important. On the other hand, privacy issues, incuding
location privacy and query privacy, in location based services raised by such applications, have attracted more and more
attention. In this paper, we consider query privacy preserving for snapshot and continuous queries. To address this issue, we
firstly propose §,- privacy model and §- distortion model to balance the tradeoff between privacy preserving and quality of
services, and use the perimeter of cloaking region to measure the distortion of the location information. Then, the location
distortion is mapped to the temporal similar distance between two queries. Finally, a greedy algorithm is proposed to find
cloaking set for snapshot and continuous queries. Average cloaking success rate, cloaking time, processing time and
anonymization cost for successful requests are evaluated with increasing privacy level. Experimental results validate the
eficiency and effectiveness of our proposed algorithm. This research is partially supported by the National Natural Science
Foundation of China( Nos. 60833005, 60573091) , the National 863 Higlr Tech Research and Development Plan of China (Nos.
2007AA01Z155, 2009A A011904) .



