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ABSTRACT

Privacy preservation has recently received considerable
attention for location-based mobile services. In this paper, we
present location-dependent attack resulting from continuous
and dependent location updates and propose an incremental
clique-based cloaking algorithm, called ICliqueCloak, to
defend against location-dependent attack. The main idea is to
incrementally maintain maximal cliques for location cloaking
in an un-directed graph that takes into consideration the effect
of continuous location updates.
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1. INTRODUCTION

With advances in wireless communication and mobile positioning
technologies, location-based mobile services have been gaining
increasingly popular in recent years. A lot of research has been
carried out on about how to enjoy location-based services while
protecting location privacy of mobile users [1, 2, 3]. An important
technique for location privacy protection is location cloaking. It
blurs user locations into cloaked regions by reducing their spatial
and temporal resolutions. However, most of the existing location
cloaking algorithms work with snapshot locations only and do not
consider the effect of continuous location updates, which may
introduce serious privacy compromise. If an attacker (e.g., the
service provider) can collect the user’s historical cloaked regions
as well as the user’s mobility pattern (e.g., speed limit), the
location privacy might be disclosed. For example, as shown in
Figure 1, users A, B, and C are cloaked together at time t;, and
their cloaked region is Ray. If the attacker knows the maximum
speed v,, the maximum movement boundary (MMB) of A is a
round rectangle at t;;;, denoted by MMByg i i+1. Then at ti.y, A is
cloaked with E and F, with cloaked region R, ;. We can see that
there is an overlap (i.e., the shaded area) between MMB, ;; 4+ and
Ry 4i+1- As a consequence, the attacker can infer that A must reside
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in the shaded area at t;,;, which fails to meet the expected privacy
requirement. In the worst case, the overlapped area is just a
location point, which discloses the exact location. We call this
kind of attack location-dependent attack.
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Figure 1. Location-dependent attack
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In order to deal with this problem, in this paper we propose a new
location cloaking algorithm, called /CliqueCloak, to incorporate
the effect of continuous location updates in the process of location
cloaking. We use a graph model to formulate the problem. Each
mobile user is represented by a node in the graph; an edge exists
between two nodes/users only if they are within the MMB of each
other and can be potentially cloaked together. To meet the
location k-anonymity requirement, the problem becomes finding
k-node cliques in the graph such that all the nodes within a clique
form a cloaking set. To reduce the computational complexity, we
propose to maintain the maximal cliques incrementally.

2. PRELIMINARIES

We employ an un-directed graph model to formalize the location
cloaking problem.

DEFINITION 1 (Graph Modeling). Let G(V, E) be an undirected
graph where V is the set of nodes/users who submitted location-
based query requests, and E is the set of edges. Assume that the
last cloaked region of user u is Ry ., at ti,;. The current time is t;.
There exists an edge e,,, between two nodes/users v and w, if and
only if

1) v#*w

2) vis covered by MMBy, i1 4
3) wis covered by MMB, ;.1
4) Area(MBR(v, W)) < Apax

Conditions 1), 2), and 3) collectively ensure that two users can be
cloaked together if and only if they have different ids and are
within each other’s MMB (and hence free of location-dependent
attack). To find the cloaked region satisfying location k-
anonymity, it has been shown in [2] that this problem is equivalent
to the problem of finding k-node cliques (i.e., k-node complete
subgraphs) in the corresponding graph G(V, E). Once a k-node
clique is found, all the users within the clique may form a
cloaking set and the minimum bounding rectangle (MBR) of their



spatial locations can be used as the cloaked region. Note that
Condition 4) above is a necessary condition to guarantee that the
cloaked region is smaller than the user-tolerable maximum area
A Yet it is not a sufficient condition. When a k-node clique is
found, we should still check if the area of the MBR is smaller than
Al"ﬂﬂX'

3. ICLIQUECLOAK ALGORITHM

We define maximal clique as a clique that is not contained in any
other clique. The main idea of our proposed ICliqueCloak
approach is as follows. We start with a graph without any edges.
All nodes themselves constitute a set of 1-node cliques. Then we
add the edges to the graph one by one and incrementally update
the set of maximal cliques. In the following, we shall discuss how
to incrementally maintain the maximal cliques and find cloaking
sets based on the maximal cliques.

DEFINITION 2 (t-Parameterized Graph). Consider an
undirected graph G=(V, E), where V is the set of nodes and E
is the set of edges. Define Gy=(V, ¢). Adding each edge e,,,€E
to Gy, G can be parameterized as

G=(V,E) t=1,...,[E,
where E, is the set of edges added so far, E-E.;=e,y, and
E(): ¢ .

For a t-parameterized graph G, let C, be the set of maximal
cliques and C,  be the set of maximal cliques which contain node
v. Before a new edge ey, is added, the cliques in C, can be
partitioned into three classes: 1) the cliques containing node v
(C, y); 2) the cliques containing node w (Cy ,); 3) the cliques
containing neither v nor w. It has been proved in [4] that adding
the edge e, to the graph can only alter the maximal cliques in C, ,
or Cy, ;. Thus, for incremental updating of maximal cliques, we
only need to consider the cliques in C, ; and C,, .. First, for any
clique in C, (N Cy 4, all its nodes are connected to v and w.
Therefore, it will upgrade to a new larger clique after the edge
e, 1s added. Next, we need to check whether the cliques in C, ,
and C,, , are still maximal. Specifically, for any clique ¢; €C, ,
and ¢, €C, ; NC, ,, if ¢ci-c = {v}, ¢; is no longer a maximal
clique in Cy, for Gy, because ¢, U {v, w} will take place to be
a new maximal clique. Similarly, for any clique ¢; €C, ; and
e €C,  NC,y,, if ¢-cx = {W}, ¢; is no longer a maximal
clique in Cy; for G .The time complexity of this algorithm is
O(nE?), where n is the number of users/nodes, and E is the number
of maximal cliques that a graph can have.

After updating the maximal-clique set, the cliques where the user
of the new request is involved might be candidate cloaking sets.
They can be classified to three classes: positive candidates,
negative candidates, and not candidates. For a positive candidate,
all users in it can be cloaked together since they satisfy both k-
anonymity and maximum area requirements. Therefore, the MBR
of all users in the positive candidate can be returned as the
cloaking region. For a negative candidate, to find the cloaking set,
the algorithm first sorts the users in the clique by their privacy
level k. Then, it repeatedly removes the user with the highest
privacy level until the number of remaining users is larger than or
equal to the maximum privacy level k and the area of their MBR
is smaller than the user-tolerable maximum area A,,,,. Then this

MBR is returned as the cloaking region. For more details, please
refer to our technical report [4].

We have implemented the proposed ICliqueCloak algorithm in
C++ and evaluated its performance in terms of average cloaking
time[4]. As shown in Figure 2, ICliqueCloak is very fast with
average cloaking time shorter than 0.5 ms under all privacy level
settings tested.
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Figure 2. Average cloaking time

4. CONCLUSION

In this paper, we investigated cloaking algorithms that can protect
location privacy against location-dependent attack. We have
employed a graph model to formalize the problem and
transformed it to the problem of finding k-node cliques in the
graph. An incremental clique-based cloaking algorithm called
ICliqueCloak has been proposed to generate cloaked regions.
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