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A Survey of Trajectory Privacy-Preserving Techniques

HUO Zheng MENG Xiao-Feng

(School of Information, Renmin University of China, Beijing 100872)

Abstract  As the high-up development of Location-Based Service (LLBS) and location-aware de-
vices, the amount of locations and trajectories of moving objects collected by service providers is
continuously increasing. The collected trajectories with wealth spatio-temporal information will
be published for novel applications. However, directly publishing trajectories may present serious
threats to individuals’ privacy, since trajectories enable intrusive inferences, which may reveal in-
dividual’s habits, behavioral patterns, social customs, etc. On the other hand, individuals’ real
time trajectories may be exposed when they are requiring for location-based services even if their
location privacy have been protected. Moreover, specific requirements for trajectory privacy-pre-
serving methods are proposed based on different application scenarios: In trajectory data publish-
ing scenario, privacy-preserving techniques must preserve data utility; in LBS scenario, privacy-
preserving techniques must guarantee high quality of services that users acquired. All these re-
quirements make trajectory privacy-preserving more challenging. According to the above prob-
lems, the key challenges in trajectory privacy-preserving are analyzed; recent research works on
both trajectory data publishing and trajectory privacy in LLBS are analyzed in this paper. At last,

suggestions for future research works are put forward.
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based service
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Recent years, with the development of location-aware
devices, more and more locations and traces of moving ob-
jects are collected and then published for novel applications.
As an example, analyzing trajectories of passengers in an are-
a may help people making commercial decisions, such as
where to build a restaurant, another example can be seen in
traffic control systems. analyzing trajectories of vehicles in a
city may help government to optimize traffic control strategy.

Although publishing trajectories is beneficial for mobility-re-
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lated decision making processes. it may represent serious
threats to individuals privacy, since trajectories contain rich
spatio-temporal information, which may reveal individual’s
habits, health condition, social customs, etc. But simply re-
move identifiers cannot help, adversaries may re-identify a
user through background knowledge linkage.

In order to protect trajectory privacy, more and more at-
tentions have been given to this area. In the past years, re-
searchers proposed several techniques in trajectory privacy-
preserving. The content of this paper mainly provides a sum-
mary for previous works and helps researchers pay attention
to the interesting issues need to be addressed.

Trajectory privacy-preserving is a rather young research
area that has received lots of concerns recent years. Before
this research, we have studied location privacy-preserving
since 2006, several key problems are solved, Related re-
search findings are published in DASFAA, CIKM. ACM
SIGSPATIAL GIS and TKDE.



